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AI Risk Assessment Template for Manufacturing SMEs


About this template
This template helps manufacturing SMEs identify operational, cybersecurity, governance, and safety risks before deploying Artificial Intelligence (AI) systems.

The assessment is intended to support planning discussions, pilot projects, supplier reviews, and safer AI adoption across manufacturing environments.

AI systems may improve efficiency and automation, but organisations should assess risks carefully before deployment.

1. AI Use Case Summary
	Area
	Details


	AI System / Tool Name
	


	Business Problem Being Solved
	


	Department / Process Affected
	


	Supplier / Vendor
	


	Will AI influence operational decisions?
	


	Will AI interact with OT / production systems?
	

	Internal owner / responsible person
	









2. Risk Identification
	Risk Area
	Example Concern

	Likelihood
	Impact
	Notes

	Incorrect AI Outputs

	Production disruption
	Low / Medium / High
	Low / Medium / High
	

	Data Exposure



	Sensitive information leakage
	Low / Medium / High
	Low / Medium / High
	

	Supplier Risk


	Third-party compromise
	Low / Medium / High
	Low / Medium / High
	

	Human Over-Reliance


	Trusting outputs without review
	Low / Medium / High
	Low / Medium / High
	

	Operational Failure

	Downtime or instability
	Low / Medium / High
	Low / Medium / High
	




3. Human Oversight & Controls
☐ Important AI outputs are reviewed by staff.
☐ Unsafe behaviour can be overridden or stopped.
☐ Monitoring and logging processes are enabled.
☐ Escalation procedures are documented.
☐ Staff understand when AI outputs should be challenged.
☐ Rollback or recovery plans are available.

Additional notes:





4. Deployment Readiness Review
	Area
	Ready
	Needs Review
	Not Ready

	Business Readiness

	☐	☐	☐
	Technical Readiness

	☐	☐	☐
	Cybersecurity Controls

	☐	☐	☐
	Human Oversight

	☐	☐	☐
	Supplier Transparency

	☐	☐	☐
	Incident Planning

	☐	☐	☐


5. Priority Actions
	Priority

	Action Needed
	Owner
	Target Date

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	



6. Suggested Next Steps
Prioritise high-risk gaps first.
Conduct small-scale pilots before wider rollout.☐
Review supplier documentation carefully.
Include cybersecurity and governance controls early.
Reassess risks regularly after deployment.


Sources
National Cyber Security Centre. Guidelines for Secure AI System Development.
https://www.ncsc.gov.uk/collection/guidelines-secure-ai-system-development

National Institute of Standards and Technology. AI Risk Management Framework (AI RMF).
https://www.nist.gov/itl/ai-risk-management-framework

Made Smarter UK.
https://www.madesmarter.uk/
Disclaimer
This template provides general guidance for manufacturing SMEs considering AI adoption. Organisations should adapt the assessment to their own operational environments, systems, suppliers, and regulatory responsibilities.
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