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Cyber Incident Response Toolkit for Manufacturing SMEs
About this toolkit
This toolkit is designed to help manufacturing SMEs prepare for, respond to and recover from cyber incidents.
Cyber incidents can disrupt production, delay customer orders, affect supplier relationships, expose sensitive information and impact business continuity. Even organisations with good cybersecurity practices may experience incidents such as phishing, ransomware, account compromise, accidental data loss or supplier-related disruption.
Preparing in advance helps organisations respond more quickly, reduce disruption and recover more safely.
This toolkit provides practical guidance, response checklists and incident recording templates that manufacturing SMEs can adapt to their own systems, suppliers and business operations.
How to use this toolkit
This toolkit can be used to:
· support incident response planning; 
· guide immediate actions during a cyber incident; 
· support staff awareness and preparedness; 
· help organisations record incidents and lessons learned; 
· support discussions with IT providers, insurers or suppliers; 
· improve business continuity and recovery planning. 
The toolkit should be reviewed regularly and updated when systems, suppliers or business processes change.
1. Recognising warning signs of a cyber incident
Staff should report suspicious activity as soon as possible. Early reporting may reduce the impact of an incident.
Warning signs may include:
· ransomware messages; 
· unusual login alerts; 
· missing or encrypted files; 
· suspicious password reset notifications; 
· unexpected system changes; 
· suspicious emails or attachments; 
· fake invoice or payment requests; 
· systems running unusually slowly; 
· supplier or customer reports of suspicious messages; 
· unexpected changes to bank details or payment instructions; 
· antivirus or security alerts; 
· unusual remote access activity; 
· unknown software appearing on devices; 
· websites or cloud systems becoming unavailable unexpectedly. 
Immediate reminder for staff
If something unusual happens:
1. Do not ignore it. 
2. Report it immediately. 
3. Do not continue using affected systems unless instructed. 
4. Do not delete suspicious emails, files or messages unless advised. 
5. Record what happened and when it was noticed.
2. Immediate response actions
The first actions taken during an incident can reduce further damage and help recovery.
Use the checklist below during the initial response phase.
Tick actions completed:
· ☐ The incident has been reported internally. 
· ☐ Relevant managers or decision-makers have been informed. 
· ☐ Affected devices or systems have been identified. 
· ☐ Affected devices have been disconnected from the network where appropriate. 
· ☐ Compromised accounts have been disabled or passwords reset where appropriate. 
· ☐ Suspicious remote access sessions have been stopped where appropriate. 
· ☐ IT support or external providers have been contacted where needed. 
· ☐ Backups have been checked. 
· ☐ Staff have been informed not to interfere with affected systems. 
· ☐ Evidence such as logs, screenshots or suspicious emails has been preserved where possible. 
Important reminder
Do not delete evidence unless advised by technical specialists. Logs, emails, screenshots and messages may help identify what happened and support recovery.
3. Roles and responsibilities
During an incident, responsibilities should be clear so that decisions and communication can happen quickly.
Suggested response roles:
	Role
	Responsibility
	Assigned person

	Incident lead
	Coordinates overall response
	

	Technical support lead
	Manages systems and recovery
	

	Communications lead
	Handles internal/external communication
	

	Supplier contact lead
	Coordinates with suppliers/providers
	

	Data protection contact
	Reviews personal data risks
	

	Senior decision-maker
	Approves major actions
	


Suggested preparation actions
· Identify who should make decisions during an incident. 
· Record contact details for IT providers and suppliers. 
· Record insurance and legal support contacts where relevant. 
· Make sure key contacts can be reached if systems are unavailable.

4. Communication during an incident
Clear communication helps reduce confusion and avoid misinformation.
The organisation should decide:
· who needs to be informed internally; 
· whether customers or suppliers are affected; 
· whether insurers, legal advisers or regulators should be contacted; 
· who is responsible for updates; 
· how communication will continue if email or systems are unavailable. 
Communication checklist
· ☐ Internal staff informed where appropriate. 
· ☐ IT support providers contacted where appropriate. 
· ☐ Key suppliers informed where relevant. 
· ☐ Customers informed where relevant. 
· ☐ Alternative communication methods available if systems fail. 
· ☐ External communication approved before release. 
· ☐ Communication records retained. 
Personal data breaches
If personal data is affected, the organisation may need to assess whether the incident should be reported under UK GDPR requirements.
Further guidance:
Information Commissioner’s Office – Personal Data Breaches Guide
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/personal-data-breaches-a-guide 
5. Recovery and restoration
Recovery should focus on restoring critical business operations safely and carefully.
Examples of critical operations may include:
· production schedules; 
· customer orders; 
· finance systems; 
· supplier communication; 
· payroll systems; 
· operational documentation; 
· cloud systems; 
· customer services. 
Recovery checklist
· ☐ Backups have been checked before restoration. 
· ☐ Passwords have been reset where appropriate. 
· ☐ Security updates have been applied where relevant. 
· ☐ Affected systems have been checked before reconnecting. 
· ☐ Supplier access has been reviewed. 
· ☐ Staff have been informed when systems are safe to use. 
· ☐ Temporary workarounds have been documented. 
· ☐ Critical services have been prioritised. 
· ☐ Recovery actions have been recorded. 
Important reminder
Recovery should not focus only on speed. Systems should be restored carefully to reduce the risk of reinfection or repeated compromise.
6. Incident record template
Use this section to record key information during or after an incident.






	Incident detail
	Record

	Date and time noticed
	

	Reported by
	

	Systems/accounts/devices affected

	

	Description of issue


	

	Initial actions taken


	

	People contacted

	

	Suppliers involved

	

	Business impact

	

	Personal data involved?
	

	Recovery actions completed


	

	Incident status
	

	Lessons learned

	

	Follow-up actions required

	




7. Lessons learned review
After an incident, organisations should review what happened and identify improvements.
Questions to consider:
· What worked well during the response? 
· What caused delays or confusion? 
· Were staff clear about responsibilities? 
· Were backups available and effective? 
· Were suppliers or IT providers responsive? 
· Did communication work effectively? 
· Were there gaps in monitoring or access control? 
· Were any policies or procedures missing? 
· What changes are needed to reduce future risk? 
Improvement planning
Improvements may include:
· enabling multi-factor authentication; 
· updating unsupported software; 
· improving backups; 
· reviewing supplier access; 
· improving staff awareness; 
· updating incident response plans; 
· improving monitoring or logging; 
· reviewing remote access controls.
8. Suggested preparation checklist
SMEs should prepare before an incident occurs.
Tick each item that is currently in place:
· ☐ The organisation has a simple incident response plan. 
· ☐ Staff know how to report suspicious activity. 
· ☐ Key IT and supplier contact details are documented. 
· ☐ Backups are tested regularly. 
· ☐ Incident responsibilities are assigned. 
· ☐ Important systems and data are identified. 
· ☐ Alternative communication methods are available. 
· ☐ Supplier-related incidents are considered in planning. 
· ☐ Lessons learned are recorded after incidents or near misses. 
· ☐ The plan is reviewed regularly. 
9. Suggested next steps
After reviewing this toolkit, SMEs should:
1. Create or update a simple incident response plan. 
2. Assign incident response responsibilities. 
3. Confirm contact details for IT providers and suppliers. 
4. Test backups and recovery processes. 
5. Review remote access and administrator accounts. 
6. Include cyber incidents in business continuity planning. 
7. Train staff on reporting suspicious activity. 
8. Review lessons learned after incidents or near misses.


Sources:
National Cyber Security Centre. Supply Chain Security Guidance. https://www.ncsc.gov.uk/collection/10-steps/supply-chain-security   
National Cyber Security Centre. 10 Steps to Cyber Security. https://www.ncsc.gov.uk/collection/10-steps 
National Cyber Security Centre. Small Organisations Guide to Cyber Security. https://www.ncsc.gov.uk/collection/small-organisations-guide-to-cyber-security 
National Cyber Security Centre. Cyber Essentials Overview. https://www.ncsc.gov.uk/cyberessentials/overview
Information Commissioner’s Office. A Guide to Data Security.  
Disclaimer: This resource provides general cybersecurity guidance for manufacturing SMEs. It does not replace professional cybersecurity, legal or data protection advice. Organisations should adapt the guidance to their own systems, risks and regulatory responsibilities.
This resource is for general guidance only and should be adapted to each organisation’s needs. 
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