	
	
	

	
	
	

	
	
	


Cybersecurity Improvement Action Plan for Manufacturing SMEs
About this template
This template is designed to help manufacturing SMEs turn cybersecurity review findings into practical improvement actions.
It can be used after completing cybersecurity checklists, supplier reviews, incident reviews, Cyber Essentials preparation activities or internal risk discussions.
Cybersecurity improvements are most effective when actions are prioritised, assigned to responsible people and reviewed regularly.
This template is intended as a practical starting point and should be adapted to each organisation’s systems, suppliers, operational requirements and level of digital maturity.
Organisation details
	Item
	Information

	Organisation name
	[Add organisation name]

	Action plan owner
	[Add name/role]

	Approved by
	[Add name/role]

	Version
	[Add version number]

	Start date
	[Add date]

	Review date
	[Add date]


How to use this template
This template can help organisations:
· prioritise cybersecurity improvements; 
· track actions and responsibilities; 
· support management reviews; 
· support supplier and IT discussions; 
· improve business continuity and resilience; 
· prepare for Cyber Essentials or other assurance activities. 
When reviewing actions, organisations should focus first on improvements that reduce the highest business and operational risks.
Examples may include:
· protecting email and administrator accounts; 
· enabling multi-factor authentication; 
· improving backups and recovery; 
· removing unsupported software; 
· reviewing supplier access; 
· securing remote access; 
· preparing incident response plans; 
· improving staff awareness.
Suggested priority levels
	Priority level
	Meaning

	High
	Important for reducing immediate cyber or business continuity risk

	Medium
	Important improvement requiring planning or coordination

	Low
	Useful improvement that can be scheduled later


1. Cybersecurity improvement action plan
Use this section to record cybersecurity improvement actions.
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	Area for improvement
	Current issue or risk
	Action needed
	Responsible person
	Priority
	Target date
	Status

	Backups
	Backups are not tested regularly
	Test backup restoration monthly
	Operations / IT lead
	High
	[Add date]
	Not started

	Email security
	MFA not enabled for all users
	Enable MFA for all email accounts
	IT provider
	High
	[Add date]
	In progress

	Supplier access
	Old supplier accounts remain active
	Review and remove unused accounts
	Office manager / IT
	Medium
	[Add date]
	Not started

	Incident response
	No written response plan
	Create and test a simple incident response plan
	Senior manager / IT
	High
	[Add date]
	Not started

	Software updates
	Unsupported software identified
	Replace or isolate unsupported systems
	IT provider
	Medium
	[Add date]
	Planned


Add additional rows as needed.


2. Accounts and access improvement actions
Use this section to record actions linked to passwords, accounts, access permissions and multi-factor authentication.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Multi-factor authentication
	
	
	
	
	

	Administrator accounts
	
	
	
	
	

	Password management
	
	
	
	
	

	Shared accounts
	
	
	
	
	

	Staff access reviews
	
	
	
	
	

	Supplier account removal
	
	
	
	
	








3. Devices, software and updates
Use this section to record actions linked to devices, software, updates and technical controls.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Operating system updates
	
	
	
	
	

	Unsupported software
	
	
	
	
	

	Router or firewall settings
	
	
	
	
	

	Antivirus or endpoint protection
	
	
	
	
	

	Device configuration
	
	
	
	
	

	Security settings review
	
	
	
	
	






4. Backups and business continuity
Use this section to record actions linked to backups, restoration testing and business continuity planning.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Backup frequency
	
	
	
	
	

	Backup protection
	
	
	
	
	

	Restoration testing
	
	
	
	
	

	Critical system identification
	
	
	
	
	

	Recovery planning
	
	
	
	
	

	Business continuity planning
	
	
	
	
	






5. Staff awareness and training
Use this section to record actions linked to staff awareness, phishing prevention and reporting processes.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Phishing awareness
	
	
	
	
	

	New starter onboarding
	
	
	
	
	

	Incident reporting awareness
	
	
	
	
	

	Refresher training
	
	
	
	
	

	Lost device reporting
	
	
	
	
	

	Internal communication
	
	
	
	
	




6. Suppliers and remote access
Use this section to record actions linked to suppliers, contractors and remote access arrangements.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Supplier access review
	
	
	
	
	

	Supplier contact records
	
	
	
	
	

	Remote access controls
	
	
	
	
	

	MFA for supplier access
	
	
	
	
	

	Supplier offboarding
	
	
	
	
	

	Supplier cybersecurity expectations
	
	
	
	
	







7. Incident response and recovery
Use this section to record actions linked to incident response preparation and recovery planning.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Incident response plan
	
	
	
	
	

	Response responsibilities
	
	
	
	
	

	Emergency contacts
	
	
	
	
	

	Recovery testing
	
	
	
	
	

	Incident recording
	
	
	
	
	

	Lessons learned reviews
	
	
	
	
	






8. Cyber Essentials preparation
Use this section if the organisation is preparing for Cyber Essentials certification.
	Improvement area
	Action required
	Responsible person
	Priority
	Target date
	Status

	Firewall review
	
	
	
	
	

	Secure configuration
	
	
	
	
	

	Access control
	
	
	
	
	

	Malware protection
	
	
	
	
	

	Security update management
	
	
	
	
	

	Certification planning
	
	
	
	
	







9. Management review notes
Use this section to record management discussions, approvals, concerns or follow-up actions.
[Add management review notes here]
10. Review schedule
Cybersecurity improvement plans should be reviewed regularly.
Suggested review triggers include:
· major system changes; 
· supplier changes; 
· new remote access arrangements; 
· cyber incidents or near misses; 
· audit findings; 
· business continuity exercises; 
· changes to business operations.
Planned review dates
	Review date
	Reviewed by
	Key outcomes

	
	
	

	
	
	

	
	
	


Suggested next steps
After completing this action plan, SMEs should:
1. Prioritise actions that reduce the highest operational risks. 
2. Assign ownership for each improvement activity. 
3. Set realistic timelines. 
4. Review progress regularly. 
5. Record completed actions and lessons learned. 
6. Update the plan when systems, suppliers or business processes change. 
7. Consider whether Cyber Essentials certification would support future business goals.




Sources:
National Cyber Security Centre. Supply Chain Security Guidance.
https://www.ncsc.gov.uk/collection/10-steps/supply-chain-security
National Cyber Security Centre. 10 Steps to Cyber Security.
https://www.ncsc.gov.uk/collection/10-steps 
National Cyber Security Centre. Small Organisations Guide to Cyber Security.
https://www.ncsc.gov.uk/collection/small-organisations-guide-to-cyber-security 
National Cyber Security Centre. Cyber Essentials Overview.
https://www.ncsc.gov.uk/cyberessentials/overview 
Information Commissioner’s Office. A Guide to Data Security.
A guide to data security | ICO 
Disclaimer
This resource provides general cybersecurity guidance for manufacturing SMEs. It does not replace professional cybersecurity, legal, procurement or data protection advice. Organisations should adapt the guidance to their own systems, suppliers, contracts, risks and regulatory responsibilities.
This resource is for general guidance only and should be adapted to each organisation’s needs. 
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