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Cybersecurity Policy Starter Template for Manufacturing SMEs
About this template
This template is designed to help manufacturing SMEs create a simple internal cybersecurity policy. It is intended as a practical starting point and should be adapted to the organisation’s size, systems, suppliers, workforce and operational requirements.
Cybersecurity policies help organisations set clear expectations for staff, contractors and third parties who access company systems, devices, data or networks.
This template does not replace professional cybersecurity, legal or data protection advice. Organisations should review the policy regularly and adapt it to their own risks and regulatory responsibilities.
Organisation details
	Item
	Information

	Organisation name
	[Add organisation name]

	Policy owner
	[Add name/role]

	Approved by
	[Add name/role]

	Version
	[Add version number]

	Approval date
	[Add date]

	Review date
	[Add date]


1. Purpose
The purpose of this policy is to support the secure use of company systems, devices, networks and information.
This policy aims to:
· reduce cybersecurity risks; 
· support business continuity; 
· protect customer, supplier and employee information; 
· support safe use of digital systems and online services; 
· clarify cybersecurity expectations for staff and third parties; 
· reduce the risk of phishing, ransomware, fraud and unauthorised access.

2. Scope
This policy applies to:
· employees; 
· contractors; 
· temporary staff; 
· agency workers; 
· suppliers and third parties where relevant; 
· anyone who accesses company systems, devices, data or networks. 
This policy applies to:
· laptops and desktop computers; 
· mobile phones and tablets used for work; 
· servers and cloud systems; 
· remote access tools; 
· email systems; 
· company networks; 
· operational or production systems where relevant. 

3. Roles and responsibilities
Management responsibilities
Management should:
· support cybersecurity improvements; 
· assign cybersecurity responsibilities; 
· support staff awareness and training; 
· review cybersecurity risks regularly; 
· support incident response and recovery planning. 
Staff responsibilities
Staff are expected to:
· follow this policy; 
· use company systems responsibly; 
· protect passwords and accounts; 
· report suspicious activity promptly; 
· avoid installing unauthorised software; 
· protect company and personal data; 
· follow remote working and access requirements. 
Supplier and third-party responsibilities
Suppliers and third parties with access to systems, devices, data or sites should:
· follow agreed cybersecurity expectations; 
· use approved access methods; 
· report relevant incidents promptly; 
· only access systems or data needed for their role. 
4. Passwords and accounts
Strong account security helps reduce the risk of unauthorised access and fraud.
The organisation expects that:
· strong, unique passwords are used for important accounts; 
· passwords are not shared; 
· multi-factor authentication is used where possible; 
· administrator accounts are limited to authorised users; 
· accounts are removed or disabled when staff or suppliers leave; 
· access permissions are reviewed regularly; 
· shared accounts are avoided where possible. 
5. Devices and software
Devices and software should be kept secure and updated.
The organisation expects that:
· operating systems and software are updated regularly; 
· unsupported software is removed, isolated or managed appropriately; 
· antivirus or endpoint protection is used where appropriate; 
· devices are protected with screen locks or secure sign-in; 
· default passwords are changed on routers and devices; 
· unauthorised software is not installed; 
· business devices are used responsibly. 
6. Email, phishing and online safety
Phishing and online scams are common cyber risks.
Staff are expected to:
· be cautious with unexpected emails, links and attachments; 
· verify unusual payment or invoice requests; 
· report suspicious messages promptly; 
· avoid sharing passwords by email or messaging systems; 
· check website links carefully before entering credentials; 
· avoid downloading unauthorised files or software. 
7. Data protection and information handling
The organisation is committed to protecting personal data and business-sensitive information.
The organisation expects that:
· access to personal data is limited to authorised users; 
· personal data is stored securely; 
· sensitive information is shared appropriately; 
· business and customer information is protected from unauthorised access; 
· data protection responsibilities are followed; 
· suspected data breaches are reported promptly. 
8. Backups and business continuity
Backups help support recovery from cyber incidents, accidental deletion, system failure or ransomware.
The organisation expects that:
· important business data is backed up regularly; 
· backups are protected appropriately; 
· backup responsibilities are assigned; 
· backup restoration is tested where appropriate; 
· critical systems and documents are identified. 
9. Remote access and remote working
Remote access should be controlled carefully to reduce cyber risk.
The organisation expects that:
· remote access is approved where necessary; 
· approved remote access tools are used; 
· multi-factor authentication is enabled where possible; 
· devices used remotely are protected appropriately; 
· public or unsecured Wi-Fi is used carefully; 
· lost or stolen devices are reported immediately. 
10. Suppliers and third parties
Suppliers and third parties can introduce cyber risk if access is not controlled properly.
The organisation expects that:
· supplier access is limited to what is necessary; 
· supplier accounts are removed when no longer required; 
· supplier remote access is reviewed regularly; 
· cybersecurity expectations are discussed with suppliers where appropriate; 
· supplier-related risks are considered in business continuity planning. 
11. Incident reporting
Staff should report suspicious activity or cybersecurity concerns as soon as possible.
Examples may include:
· suspicious emails or attachments; 
· ransomware messages; 
· unusual login alerts; 
· lost or stolen devices; 
· accidental data disclosure; 
· unknown software; 
· suspicious remote access activity; 
· unexpected system changes.
Internal reporting contact
	Role
	Name/contact

	Primary contact
	[Add details]

	Backup contact
	[Add details]

	IT support provider
	[Add details]

	Incident escalation contact
	[Add details]



12. Monitoring and review
This policy should be reviewed regularly and updated when:
· systems or suppliers change; 
· new risks are identified; 
· incidents occur; 
· business processes change; 
· regulatory requirements change. 
Reviews should consider lessons learned from incidents, supplier changes, remote access arrangements and business continuity requirements.
13. Policy acknowledgement
I confirm that I have read and understood this cybersecurity policy and agree to follow the organisation’s cybersecurity requirements.
	Name
	Signature
	Date

	
	
	

	
	
	

	
	
	




Sources:
National Cyber Security Centre. Supply Chain Security Guidance.
https://www.ncsc.gov.uk/collection/10-steps/supply-chain-security
National Cyber Security Centre. 10 Steps to Cyber Security.
https://www.ncsc.gov.uk/collection/10-steps 
National Cyber Security Centre. Small Organisations Guide to Cyber Security.
https://www.ncsc.gov.uk/collection/small-organisations-guide-to-cyber-security 
National Cyber Security Centre. Cyber Essentials Overview.
https://www.ncsc.gov.uk/cyberessentials/overview 
Information Commissioner’s Office. A Guide to Data Security.
A guide to data security | ICO 
Disclaimer
This resource provides general cybersecurity guidance for manufacturing SMEs. It does not replace professional cybersecurity, legal, procurement or data protection advice. Organisations should adapt the guidance to their own systems, suppliers, contracts, risks and regulatory responsibilities.
This resource is for general guidance only and should be adapted to each organisation’s needs. 
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